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What GAO Found

While electronic voting systems hold promise for improving the election
process, nutmerous entities have raised concerns about thelr security and
reliability, citing instances of weak secutity controls, systern design flaws,
inadequate system version control, inadequate securily testing, incorrect
system configuration, poor security managerment, and vague or incomplete
voting system standards (see below for examples). It is important to note
that many of these concerns were based on specific systerm makes and
models or a specific jurisdiction’s election, and there is no consensus among
election officials and other experts on their pervasiveness. Nevertheless,
some have caused problems in elections and therefore merit attention.

Federal organizations and nongovernmental groups have issued both
election-specific recommended practices for improving the voting process
and more general guidance intended to help organizations manage
information systerns’ security and reliability. These recommended practices
and guidelines (applicable throughout the voting system life cycle} include
having vendors build security controls and andit trails into their systems
during development, and having election officials specify security
requirements when acquiring systems. Other suggested practices include
testing and certifying systems against national voting system standards

The federal government has begun efforts intended to improve life cycle
management of electronic voting systems and thereby improve thelr security
and reliability Specifically, EAC has led efforts to (1) draft changes to
existing federal voluntary standards for voting systems, including provisions
addressing security and reliability; (2) develop a process for certifying voting
systems; (3) establish a program to aceredit independent laboratories to test
electronic voting systemns; and (4) develop a library and clearinghouse for
information on state and local elections and systems. However, these actions
are unlikely to have a significant effect in the 2006 federal election cycle
because important changes to the voting standards have not yet been
completed, the system certification and laboratory accreditation programs
are still in development, and a system software library has not been updated
or improved since the 2004 election Further, EAC has not consistently
defined specific tasks, processes, and time frames for completing these
activities; as a result, it is unclear when their results will be gvailable to
assist state and local election officials.

Examples of Voting System Vulnerabilities and Problems
+ Cast ballots, ballot definition files, and audit logs » Logal jurisdictions misgonfigured their

could be medified electronic voting systems, leading to
« Supervisor functions were protected with weak election day problems.
or easily guessed passwords » Voting systems experienced operational
« Systems had easily picked locks and power failures guring elections.
switches that were exposed and unprotected + Vendors instalied uncertified electronic
voting systems.

Source: GAQ analysis of recent reparts and studiss.
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After the 2000 elections, Congress, the media, and others cited numerous
instances of problems with the election process. In light of these conceins,
we produced a series of reports in which we exarnined virtually every
aspect of the election process, including challenges associated with
electronic voting systems ! In these reports, we emphasized the
contributions and necessary interactions of people, process, and
technology to address these challenges. Subsequently, in October 2002,
Congress passed the Help America Vote Act (HAVA), which authorized
funding for local and state governments to make improvements in election
administration, including upgrading antiquated voting systerns. In addition,
HAVA created the Election Assistance Cormission (EAC) to provide
support for election improvements and to administer payments to states
under the act. As states have expanded their use of electronic voting
systems, the media and others have reported problems with these systems
that have caused some to question whether they are secure and reliable.

In view of the importance and growing role of electronic voting systems,
you asked us to (1) determine the significant security and reliability
concerns that have been identified about these voting systems; (2) identify
recommended practices relevant to ensuring the security and reliability of
such systems; and {3) describe the actions that federal agencies and other
organizations have taken, or plan to take, to improve their security and
reliability. To detetruine concerns and recommended practices, we
analyzed over 80 recent and relevant reports related to the secwrity and
reliability of electronic voting systems. We focused on systems and
components associated with vote casting and counting, including those
that define electronic ballots, transmit voting results among election
locations, and manage groups of voting machines. We assessed the various
types of voting system issues reported to determine categories of concerns.
We discussed the reports, concerns, and recormmended practices with
elections officials, citizen advocacy groups, and system security and testing
experts, inchiding members of GAQ’s Executive Council on Information

\GAQ, Elections: Perspectives on Activities and Challenges Acress the Nation, GAO-02-3

{Washington, D.C.: Oct. 15, 2001); Elections: Status and Use of Federal Voting Equipment
Standards, GAO-02-62 (Washington, D.C.: Oct. 15, 2001); and Elections: A Framework for

Evaluating Reform Proposals, GAO-02-90 (Washington, D .C: Oct. 15, 2001).
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Management and Technology? To desctibe actions to improve the security
and reliability of elecizonic voling systems, we reviewed and analyzed
pertinent documentation, such as EAC'’s draft voluntaty voting system
guidelines (which are expected to replace the 2002 voting system
standards), and we attended public meefings and interviewed officials from
EAC, its Technical Guidelines Development Committee (TGDC), and the
Department of Commerce’s National Institnte of Standards and Technology
(NIST). We also identified activities being performed by citizen advocacy
groups, academic and standards bodies, and others that are intended fo
improve the security and reliability of electronic voting systems, reviewed
materials from these activities, and discussed them with representatives of
these groups. Appendix I provides additional details on our objectives,
scope, and methodology. We performed our work from January through
August 2005 in the Washington, D.C., metropolitan area, in accordance with
generally accepted government anditing standards.

... |
Results in Brief

While electronic voting systems hold promise for a more accurate and
efficient election process, numerous entities have raised concerns about
their security and reliability, citing instances of weak security controls,
system design flaws, inadequate system version control, inadequate
security testing, incorrect system configuration, pooxr security
management, and vague or incomplete voting system standards, among
other issues For example, studies found (1) some electronic voting
systems did not encrypt cast ballots or system audit logs, and it was
possible to alter both without being detected; (2) it was possible to alter the
files that define how a ballot looks and works so that the votes for one
candidate could be recorded for a different candidate; and (3) vendors
installed uncertified versions of voting system software at the local level It
is important to note that many of the reported conceins were drawn from
specific system makes and models or from a specific fjurisdiction’s election,
and that there is a lack of consensus among election officials and other
experts on the pexrvasiveness of the concerns Nevertheless, some of these
concerns were reported to have caused local problems in fedeial
elections—restilting in the loss or miscount of votes—and therefore merit
attention.

%3A0's Executive Council on Information Management and Technology is made up of
teading executives in government, industry, and academia
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Federal organizations and nongovernmental groups have issued
recommended practices and guidance for improving the election process,
including electronic voting systems, as well as general practices for the
security and reliability of information systems. For example, in mid-2004,
EAC issued a compendium of practices recommended by election experts,
including state and local election officials * This compendium includes
approaches for making voting processes more secure and reliable through,
for example, risk analysis of the voting process, poll worker security
training, and chain of custody controls for election day operations, along
with practices that are specific to ensuring the security and reliability of
different types of electronic voting systems. As another example, in July
2004, the California Institute of Technology and the Massachusetts Institute
of Technology issued a report containing recommendations pertaining to
testing equipment, retaining audit Iogs, and physically securing voting
systems.* In addition to such election-specific practices, numerous
recommended practices are available that can be applied to any
information system For instance, we, NIST, and others have issued
guidance that emphasizes the importance of incorporating security and
reliability into the life cycle of information systems through practices
related to security planning and management, risk management, and
procurement ® The recommended practices in these election-specifie and
information technology (IT) focused documents provide valuable guidance
that, if implemented effectively, should help improve the security and
reliability of voting systems.

*EAC, Best Practices Tool Kit (July 2004),
hitprifwww eac gov/bp/docs/BestPracticesToolKit doc

California Institute of Technology/Massachusetts Institute of Technology (Caltech/MIT),
I'mmediate Steps to Avoeid Lost Votes in the 2004 Presidential Elections:
Recommendations for the Blection Assistance Commission (July 2004)

*For example, GAQ, Federal Information Systems Controls Audit Manual, GAC/AIMD-12-
19 6 {Washington, D.C.: January 1999); NIST, Generally Accepted Principles and Practices
for Securing Information Technology Systems, SP 800-14 (September 1996) and Security
Considerations in the Information System Development Life Cycle, SP 800-64, Revision I
(June 2004); and International Systems Security Engineering Association, Systems Seeurity
Engineering Capability Maturity Model, ISOAEC 21827, version 3.0 (June 2003)
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Since the passage of HAVA in 2002, the federal government has begun a
range of actions that are expected to improve the security and reliability of
electronic voting systems Specifically, after beginning operations in
January 2004, EAC has led efforts to (1) draft changes to the existing
federal voluntary standards® for voting systems, including provisions
related to security and reliability, (2) develop a process for certifying,
decertifying, and recertifying voting systems, (3) establish a program to
accredit the national independent testing laboratories that test electronic
voting systems against the federal voluntary standards, and (4) develop a
software library and clearinghouse for information on state and local
elections and systerns. However, these actions are unlikely to have a
significant effect in the 2006 fedexal election cycle because the changes to
the voluntary standards have not yet been compieted, the system
cerfification and laboratory accreditation programs are still in
development, and the software library has not been updated or improved
since the 2004 elections. Further, EAC has not defined tasks, processes,
and time frames for completing these activities. As a result, it is unclear
when the results will be available to assist state and local election officials.
In addition to the federal government’s activities, other organizations have
actions under way that are intended to improve the security and reliability
of electronic voting systems. These actions include developing and
obtaining international acceptance for voting system standards, developing
voting system software in an open source environment (i.e, not proptietary
to any particular company), and cataloging and analyzing reported
problems with electronic voting systems.

To improve the security and reliability of electronic voting systers, we are
recommending that EAC establish tasks, processes, and time frames for
improving the federal voluntary voting system standards, testing
capabilities, and management support available to state and local election
officials

EAC and NIST provided written comments on a draft of this report (see
apps. Vand VI). EAC commissioners agreed with our recommendations
and stated that actions on each are either under way or intended. NIST's
director agreed with the repoit’s conclusions. In addition o their

“The Federal Election Commission nsed the general term “voting system standards” for its
2002 publication Voting Systems Performarice and Test Siondards Consistent with HAVA
terminology, EAC refers to its revisions of these standards as Voluniury Voting System
Guidelines. For this report, we refer to the ¢ontents of both of these documents as
“standards ”
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comments on our recommendations, EAC commissioners expressed three
concerns with our use of reports produced by others to identify issues with
the security and reliability of electronic voting systems. Specifically, EAC
sought (1} additional clarification on our sources, (2) context on the extent
to which voting system problems are systemic, and (3) substantiation of
claims in the reports issued by others. To address these conceins, we
provided additional clarification of sources where applicable. Further, we
note throughout our report that many issues involved specific system
makes and models or circumstances in the elections of specific
jurisdictions. We also note that there is a lack of consensus on the
pervasiveness of the problems, due in part to a lack of comprehensive
information on what system makes and models are used in jurisdictions
throughout the country. Additionally, while our work focused on
identifying and grouping problems and vulnerabilities identified in issued
reports and studies, where appropriate and feasible, we sought additional
context, clarification, and corroboration from experts, including election
officials, security experts, and key reports’ authors, EAC commissioners
also expressed concern that we focus too much on the commission, and
noted that it is one of many entities with a role in improving the security
and reliability of voting systems While we agree that EAC is one of many
entities with responsibilities for improving the security and reliability of
voting systems, we believe that our focus on EAC is appr opriate, given its
leadership role in defining voting system standards, in establishing
programs both to accredit laboratories and to certify voting systeins, and in
acting as a clearinghouse for improvement efforts across the nation. EAC
and NIST officials also provided detailed techinical cory ectlons which we
incorporated throughout the report as appmpnate

"GAO-02-3
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